
 PRIVACY POLICY 

 In case of concerns related to Privacy Policy or data protection or GDPR, contact us 
 anytime via an email to  support@krispcall.com  or  riskmanagement@krispcall.com  . 
 Requests for data deletion should be submitted to  riskmanagement@krispcall.com  via 
 an email. 

 Welcome to KrispCall. Our Privacy Policy governs your visit to Krispcall.com and 
 explains how we collect, safeguard and disclose information that results from your use 
 of our Service. Here in this document, the terms like “us”, “we”, “KrispCall” referred to 
 krispcall.com, and “you,” “your” referred to the customer/user. 

 At KrispCall, one of our main priorities is the privacy of our visitors. This Privacy Policy 
 document contains information collected and recorded by KrispCall and how we use it. 
 If you have additional questions or require more information about our Privacy Policy, do 
 not hesitate to contact us. 

 How KrispCall Uses Your Personal Information 

 KrispCall uses your personal information in the following ways: 

 ●  If  you  have  a  KrispCall  account  to  use  our  services,  we  process  your  personal 
 information  to  provide  those  services,  including  assigning  you  a  phone  number, 
 enabling calls and messages, providing customer support, and billing. 

 ●  If  you  visit  our  website  without  logging  into  an  account,  we  process  technical 
 information about your visit to deliver and improve our website services. 

 ●  If  you  have  shown  interest  in  KrispCall  or  agreed  to  receive  marketing 
 communications,  we  process  your  information  to  send  you  announcements, 
 updates, and marketing. 

 ●  If  you  contact  our  sales,  support  or  other  teams,  we  process  your  information  to 
 communicate with you, provide assistance, and follow up. 

 ●  If  we  contact  you  by  phone  for  support,  sales  or  other  purposes,  we  process  your 
 number and any information you provide for those business purposes. 

 KrispCall collects personal information globally from customers, prospects, website 
 visitors and other contacts. We follow privacy laws wherever we operate, while aiming to 
 protect your information to the highest standards. This Privacy Policy applies to all 
 KrispCall services worldwide. 

 We  need  certain  information  to  provide  our  services.  If  you  do  not  provide  requested 
 information, you may not be able to fully use our services. 
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 1.  How Do We Collect Your Personal Information? 
 We  collect  personal  information  that  you  voluntarily  provide  to  us  when  you  register  on 
 the  website,  express  interest  in  obtaining  information  about  us  or  our  products  and 
 services  when  participating  in  activities,  or  otherwise  when  you  contact  us.  The  personal 
 information we collect may include the following: 

 1.1 Information provided by you 
 The  information  that  we  collect  from  you  depends  on  the  activities/interactions  while 
 visiting  our  website.  Some  of  the  features/processes  might  require  pre-registration.  You 
 may  be  asked  for  personal  information  like  mobile  number,  email  address,  billing 
 address,  and  credit  card  details  during  registration  and  some  personal  documents  while 
 verifying  KYC  and  phone  number.The  personal  data  may  also  include  your  geographical 
 preference and company name. 

 1.2  Information from the third party 
 Sometimes  we  may  collect  your  personal  information  from  third  parties  and  other 
 sources  like  affiliate  partners,  Integrated  Services,  and  advertisers.  The  information 
 collected  from  the  third  parties  is  combined  with  the  personal  information  collected 
 through the services and treated as personal information as per this privacy policy. 

 1.3  Information collected automatically 
 We  automatically  collect  certain  information  when  you  visit,  use  or  navigate  the  website. 
 This  information  does  not  reveal  your  specific  identity  but  may  include  device  and  usage 
 information  such  as  IP  address,  browser  and  device  characteristics,  operating  system, 
 language  preferences,  referring  URLs,  device  name,  country,  location,  information 
 about  how  and  when  you  use  our  website  and  other  technical  information.  This 
 information  is  primarily  needed  to  maintain  the  security  and  operation  of  our  website  and 
 for our internal analytics and reporting purposes. 

 1.4  Information collected by clients 
 KrispCall  has  no  direct  access  to  the  information  collected  by  the  clients  from  its 
 customers.  A  client  can  easily  store  or  upload  the  information  of  its  customer.  Every 
 client  is  responsible  for  providing  notice  to  its  customer  about  the  storage  and  usage  of 
 their personal data and how they are being used. 



 2. Why Do We Collect Your Personal Information? 
 We  process  your  information  for  purposes  based  on  legitimate  business  interests,  fulfill 
 our  contract  with  you,  comply  with  our  legal  obligations,  and/or  your  consent.  We 
 indicate the specific processing grounds we rely on next to each purpose listed below. 

 2.1  Operations 
 We  collect  your  personal  information  to  provide  our  services  to  you.  The  sole  purpose  of 
 collecting  data  is  to  improve,  maintain,  and  operate  different  services  for  you.  We 
 communicate  with  you  about  our  services  and  respond  to  your  comments  and  inquiries 
 to  support  the  users.  Additionally,  your  information  may  be  utilized  by  our  marketing  and 
 sales teams to ensure a seamless experience. 

 Please  note  that  even  after  the  cancellation  or  expiration  of  your  account,  you  may 
 receive  emails  from  our  sales  and  marketing  teams.  These  communications  are  aimed 
 at  providing  you  with  relevant  updates,  offers,  and  information  about  our  services.  If  you 
 wish to opt out of receiving such emails, you can do so by contacting our support team. 

 2.2  Request Feedback 
 We  may  use  your  information  to  request  feedback  and  to  contact  you  about  your  use  of 
 our  website.  We  also  use  the  collected  information  for  the  constant  improvement  of  the 
 services  we  provide.  We  analyze  your  preferences,  usage  trends  and  improve  our 
 features following them. 

 This  will  let  KrispCall  terminate  upon  violations  of  any  of  these  restrictions.  Upon 
 termination,  your  viewing  right  will  also  be  terminated,  and  you  should  destroy  any 
 downloaded materials in your possession, whether it is printed or electronic format. 

 2.3  Analytics 
 We  use  the  information  collected  from  you  to  understand  your  behavior  and  improve  our 
 services  responding  to  user  preferences.  We  use  the  information  collected  automatically 
 from  cookies  to  personalize  our  services  according  to  user  preferences  and  provide  the 
 customized  information.  We  use  Google  Analytics  to  understand  the  user  behavior  and 
 create  a  user  navigation  report.  Google  is  an  independent  unit  and  has  its  privacy 
 policy. We do not use any user information to identify users. 

 3. Who Do We Disclose Your Data With? 
 We  may  share  your  personal  information  we  collect  to  any  third  parties  websites  given 
 that  you  agree  with  all  our  terms  and  policies.  We  might  share  your  information  with  our 
 group  companies,  third-party  service  providers,  and  partners  who  help  us  with  data 



 processing.  Some  general  information  you  choose  to  make  public,  like  your  public 
 profile,  can  be  accessed  by  any  visitor.  We  only  share  your  personal  information 
 internally  with  our  personnel  and  auditors,  and  externally  with  service  providers  working 
 on our behalf. 
 We may also disclose information: 

 ●  To  comply  with  legal  requests  from  government  agencies,  public  authorities,  law 
 enforcement,  or  other  entities  as  required  by  law.  This  includes  identity 
 verification details if legally required for certain phone numbers. 

 ●  To meet national security, law enforcement, or other legal requirements. 

 We  aim  to  minimize  sharing  your  personal  information,  only  disclosing  it  as  needed  for 
 business  purposes  or  as  legally  required.  We  ensure  service  providers  protect  your 
 data. 
 We may share your personal information with the following: 

 3.1. Service Providers 
 We  share  your  information  with  the  integrated  third  parties  whose  services  we  use  in 
 our  product  like  chat  features,  analytics,  hosting,  and  maintenance.  These  integrated 
 services  providers  may  use  your  information  as  a  part  of  providing  better  services  for 
 you.  We  do  not  disclose  all  your  information  to  such  third  party  vendors.  We  limit  access 
 to  your  information  and  provide  only  the  necessary  information  to  them  and  maintain  the 
 confidentiality  of  information.  Below  are  the  cases  where  we  have  to  share  your  data 
 with the authorized agencies: 

 ●  Carrier  Provider  Documentation:  KrispCall  may  share  specific  information 
 required  by  carrier  providers  to  obtain  a  number.  These  documents  are  securely 
 uploaded  to  the  carrier  provider's  portal  for  number  requests.  Your  data  remains 
 protected  within  both  systems,  utilizing  secure  protocols  during  data  transfer.  It's 
 worth  noting  that  the  carrier  providers  we  collaborate  with  are  certified  under  the 
 Privacy Shield framework. 

 ●  Payment  Details:  When  it  comes  to  payment  information,  our  payment 
 processing  platform  gathers  details  related  to  your  card  and  payment.  These 
 details  are  kept  exclusively  within  their  system  and  are  not  shared  externally.  This 
 platform  provides  an  efficient  way  to  monitor  financial  transactions.  Importantly, 
 the  data  related  to  your  payment  is  safeguarded  by  our  payment  processing 
 platform,  ensuring  it  cannot  be  misused.  Your  payment  details  are  handled  with  utmost 
 care and security. 



 3.2. Business transfers 
 We  may  share  or  transfer  your  information  in  connection  with  or  during  negotiations  of 
 any  merger,  sale  of  company  assets,  financing,  or  acquisition  of  all  or  a  portion  of  our 
 business  to  another  company.  If  our  company  merged  with  the  other  company  or  as  a 
 part  of  a  bankruptcy  proceeding,  sale  of  assets,  or  any  other  financial  transaction,  we 
 might share your information with the acquirer. 

 3.3. Legal process 
 We  may  share  your  information  we  collected  if  the  law  complies  with  the  court  order, 
 judicial  proceeding,  or  other  legal  processes.  We  also  reserve  the  right  to  share 
 personal  data  or  any  other  information  we  deem  relevant  or  necessary  to  protect  fraud, 
 misuse,  and  unlawful  act,  claim  our  right  against  third  parties  and  protect  our  legal  right 
 and  avoid  the  violation  of  terms  of  services.  We  could  disclose  it  with  law  enforcement, 
 government agencies, courts, or other third parties in the following scenarios: 

 ●  When required by applicable laws or regulations. 
 ●  To exercise, establish, or defend our legal rights. 
 ●  To protect your vital interests or the vital interests of another person. 

 4. How Do We Protect Your information? 
 At KrispCall, we're firmly committed to respecting your rights as outlined by the  DPA 
 (Data Processing Agreement)  . This means you have the  power to access, correct, or 
 delete  your personal information in our hold. To exercise  these rights, simply contact us 
 via an email to  support@krispcall.com  or  riskmanagement@krispcall.com  . 

 Additionally, we acknowledge your right to limit or object to the processing of your 
 personal data, and you can also request the transfer of your data. If you ever receive 
 marketing messages from us, remember that you can opt out by clicking the 
 "unsubscribe" link. 

 Your consent matters. If we've collected and processed your personal data based on 
 your consent, you have the freedom to withdraw it at any time. This won't affect the 
 legality of processing prior to your withdrawal. Your data subject rights are paramount. 
 Should you have questions or want to make use of your rights, don't hesitate to get in 
 touch. 

 Here  are  a  few  steps  and  validations  that  we  have  taken  in  regards  to  protection  of 
 personal data of users: 
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 4.1 CCPA Privacy Rights (Do Not Sell My Personal Information) 
 Under the CCPA, among other rights, California consumers have the right to: 

 ●  Request  that  a  business  that  collects  a  consumer's  personal  data  disclose  the 
 categories  and  specific  pieces  of  personal  data  that  a  business  has  collected 
 about consumers. 

 ●  Request  that  a  business  sells  a  consumer's  personal  data,  not  sell  the 
 consumer's personal data. 

 ●  If  you  make  a  request,  we  have  one  month  to  respond  to  you.  If  you  would  like  to 
 exercise any of these rights, please contact us. 

 4.2 Children’s Information 
 Another  part  of  our  priority  is  adding  protection  for  children  while  using  the  internet.  We 
 encourage  parents  and  guardians  to  observe,  participate  in,  and/or  monitor  and  guide 
 their online activity. 

 KrispCall  does  not  knowingly  collect  any  Personal  Identifiable  Information  from  children 
 under  the  age  of  13.  If  you  think  that  your  child  provided  this  kind  of  information  on  our 
 website,  we  strongly  encourage  you  to  contact  us  immediately,  and  we  will  do  our  best 
 efforts to promptly remove such information from our records. 

 4.3 Online Privacy Policy Only 
 This  Privacy  Policy  applies  only  to  our  online  activities  and  is  valid  for  visitors  to  our 
 website  regarding  the  information  they  shared  and/or  collected  in  KrispCall.  This  policy 
 does  not  apply  to  any  information  collected  offline  or  via  channels  other  than  this 
 website. 

 5. User’s Data Processing in KrispCall 
 Specifically, the following information are processed by KrispCall: 

 5.1 Data Processing of Visitors 
 A user is considered a visitor when they engage with our website or services without 
 creating an account. As visitors explore our platform, we gather specific data to 
 enhance their experience and understand their preferences. This includes information 
 related to their device, visited pages, and activities tracked by cookies or similar tracking 
 systems. 

 Specifically, we collect the following data from visitors: 



 ●  IP Address:  We log the unique address associated with each device to 
 understand broad geographic location and provide relevant content. 

 ●  Device Details:  We gather device information, such  as name, type, model, and 
 identification number, to optimize compatibility and tailor the user experience. 

 ●  Browser Information:  We capture browser type and version  to ensure seamless 
 navigation and presentation. 

 ●  Geographic Location:  We analyze broad geographic data  to customize content 
 and improve regional relevance. 

 ●  Tracking Activities:  We employ cookies or similar  tracking systems to monitor 
 visitor activities, enhancing our services and personalizing interactions. 

 Cookies  and  similar  tracking  technologies  are  used  by  KrispCall  to  determine  interests 
 and  provide  services  accordingly  to  our  site  visitors  and  users.  The  collected  information 
 are  not  related  to  personally  identifiable  data  in  any  way.  User’s  also  get  an  option  to  set 
 themselves  anonymous  by  disabling  all  the  related  toggles.  To  learn  more  about  cookie 
 implementation  and  protection  of  collected  information,  please  visit  our  Cookie  Policy 
 page. 

 5.2 Data Processing of Customers 
 For our valued current customers – those who have recently signed up or are already 
 enjoying our services – we recognize the significance of your continued journey with 
 KrispCall. This segment represents individuals and organizations who are actively 
 engaged with our platform, and we want to assure you that your privacy remains 
 paramount. 
 In relation to current customers, we may collect different personal and organizational 
 information to ensure a seamless experience. More information on data categories, 
 processing period and legal basis for data processing can be found in our  Data 
 Processing Agreement (DPA). 

 Data Retention 

 We take a thoughtful approach to retaining your personal information. We ensure that 
 we only keep your data as long as there is a legitimate business reason to do so, such 
 as providing you with the services you've requested or meeting legal obligations. 

 When the time comes for data to be no longer needed, we follow a careful process. This 
 could involve deleting or anonymizing your data if it's possible and appropriate. 
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 IN CASE YOUR WORKSPACE SUBSCRIPTION DOES NOT GET RENEW ON THE 
 NEXT BILLING DATE DUE TO ANY REASON, THE WORKSPACE STATUS 
 CHANGES TO EXPIRED STATE. THE DATA WITHIN THAT WORKSPACE GETS 
 DELETED AUTOMATICALLY AFTER 15 DAYS FROM THE DATE OF EXPIRY. 
 HOWEVER, THE EMPTY WORKSPACE REMAINS IN OUR RECORDS. 

 IN CASE WE CANCEL YOUR WORKSPACE SUBSCRIPTION, ALL THE NUMBERS, 
 CALL LOGS AND SMS LOGS WITHIN THAT ACCOUNT GET DELETED AFTER THE 
 15 DAYS FROM THE NEXT BILLING DATE. 

 IN CASE YOU CANCEL YOUR WORKSPACE SUBSCRIPTION BY YOURSELF, ALL 
 THE DATA WITHIN THE WORKSPACE ALONG WITH NUMBERS, CONTACTS, 
 CALLS AND SMS GETS DELETED AUTOMATICALLY ON THE NEXT BILLING 
 DATE. 

 IN CASE YOU PERFORM FRAUDULENT ACTIVITIES WITH THE SERVICE THAT 
 WE OFFER OR THE NUMBERS THAT THE CARRIER PROVIDER OFFERS, YOUR 
 ACCOUNT/NUMBER CAN GET A PERMANENT SUSPENSION AND WE ARE NOT 
 LIABLE FOR THIS. 

 Links to Other Websites 
 The  KrispCall  website  may  contain  links  to  partner,  advertiser,  or  affiliate  websites. 
 These  third-party  sites  have  their  own  privacy  policies,  and  KrispCall  is  not  responsible 
 for  their  use  of  your  personal  data.  We  recommend  checking  their  privacy  policies 
 before visiting third-party sites. 

 De-Identified Information 
 Your  information,  including  Personal  Data,  may  be  transferred  to  –  and  maintained  on  – 
 computers  located  outside  of  your  state,  province,  country,  or  other  governmental 
 jurisdiction where the data protection laws may differ from those of your jurisdiction. 

 If  you  are  located  outside  Singapore  and  choose  to  provide  information  to  us,  please 
 note  that  we  transfer  the  data,  including  Personal  Data,  to  Singapore  and  process  it 
 there. 

 Your  consent  to  this  Privacy  Policy  followed  by  your  submission  of  such  information 
 represents your agreement to that transfer. 



 KrispCall  will  take  all  the  steps  reasonably  necessary  to  ensure  that  your  data  is  treated 
 securely  and  following  this  Privacy  Policy  and  no  transfer  of  your  Personal  Data  will  take 
 place  to  an  organization  or  a  country  unless  there  are  adequate  controls  in  place, 
 including the security of your data and other personal information. 

 Changes to this Policy 
 KrispCall  may  update  this  Privacy  Policy  from  time  to  time.  If  you  don't  agree  with  the 
 changes, you should stop using our services or visiting our website. 

 Updated policies take effect when posted on our website. 

 For  new  processing  requiring  consent,  we  will  obtain  your  consent  before  processing 
 the data. 

 1.  Opt-Out, Communication Preferences 
 ●  Email  and  Text  Messages:  You  may  modify  your  communication  preferences 

 and/or  opt-out  of  specific  communications  at  any  time.  Users  who  receive 
 marketing  messages  can  opt-out  at  any  time  by  clicking  the  unsubscribe  link  in 
 the  emails  we  send  or  by  contacting  us  directly.  Please  note  that  you  cannot 
 unsubscribe  from  administration  messages,  as  we  may  still  need  to  send  you 
 essential  service-related  emails  for  account  management,  billing,  updates, 
 security  alerts,  legal  compliance,  and  customer  support.  Please  specify  and 
 adjust your preferences. 

 ●  Cookies  and  Other  Technologies:  Most  web  browsers  are  set  to  accept 
 cookies  by  default.  If  you  prefer,  you  can  usually  configure  your  browser  to 
 remove  or  reject  cookies.  Be  aware  that  removing  or  rejecting  cookies  might 
 affect certain features or services on our website. 

 2.  Do-Not-Track 
 Most  web  browsers  and  some  mobile  operating  systems  and  mobile  applications 
 include  a  Do-Not-Track  feature  or  setting  you  can  activate  to  signal  your  privacy 
 preference  not  to  have  data  about  your  online  browsing  activities  monitored  and 
 collected.  At  this  stage,  no  uniform  technology  standard  for  recognizing  and 
 implementing  DNT  signals  has  been  finalized.  As  such,  we  do  not  currently  respond  to 
 DNT  browser  signals  or  any  other  mechanism  that  automatically  communicates  your 
 choice  not  to  be  tracked  online.  If  a  standard  for  online  tracking  is  adopted  that  we  must 



 follow  in  the  future,  we  will  inform  you  about  that  practice  in  a  revised  version  of  this 
 privacy notice. 

 Consent 
 BY  USING  OUR  WEBSITE,  YOU  HEREBY  CONSENT  TO  OUR  PRIVACY  POLICY 
 AND AGREE TO ITS TERMS AND CONDITIONS. 

 IN CASE YOU DO NOT AGREE TO ANY OF THE POLICIES MENTIONED, KINDLY 
 CONTACT US OR LEAVE THE KRISPCALL PLATFORM. 


